Nudopmannonnbie MaTepHaJibl 00 aKTyaJbHBIX HETATHBHBIX SIBJCHUSIX
B IM(POBOM MPOCTPAHCTBE M CIIOCO0AX MPOTHBOACHCTBUA TAKUM TeHACHIUSM

1. He3akonHoe norpedieHue U 000pOT HAPKOTUYECKUX CPEACTB

Breimyck onnaiin-mapacdona Jlsmxenus I[lepBoix «llepBoie. HaBbiky nmist sKu3HU»
MOCBSILIEH TOMY, KakK IMPOTHUBOCTOSITh PACIHPOCTPAHCHUIO 3alPEUICHHBIX BEIIECTB 4YEPE3
COLUAIBHBIE CETH, MECCEHIKEPHI U OHJIAUH-UTPHI:

https://vk.com/wall-214524833 291092

2. MoumeHHHYeCTBO

[ukn BHEYpOUHBIX 3aHITHM TIO BOMpocaM HMHQPOPMALMOHHON Oe30macHOCTH
U 1U(poBON THUTHEHBl IIKOJHLHUKOB, pEKOMEHJ0BaHHbIA Poccuiickoil akamemuen
o0pa3oBaHMsi, BKIIIOYAET METOJUYECKHUE PEKOMEHIAIMU JUIsl TPOBEICHUS BHEYPOUYHBIX
3aHATHU 110 TeMe «MomeHanaecTBo» i1t 2-6 m 7-11 Kiraccos.

https://cifrateka.ru/teachers/?sectionld=56

[udpoBoil cepBUC MO KUZHEHHOW CUTyallMM «3aluTa OT MOIICHHHUKOB B CETH»
Ha EaumHoM mnoprane ToCyJapCTBEHHBIX M MYHMIIUNAIBHBIX  yCAyr ((QyHKIIHUi)
(mopran ['ocycayr).

https://www.gosuslugi.ru/scammer_protection

CepBuc mpenocTaBisieT BbIOOP CIEAYIOMUX cHUTyaluid: «MOIIEHHUKH TMBITAI0TCA
NoJIy4uTh JocTyn K locycimyram» (dTa cUTyallds HampaBlieHa Ha  TOMOIIb
B BOCCTAaHOBJICHUM KOHTPOJS HAJl YYETHOM 3amuchio) U «S Xody 3alUTUTHCS
OT MOUIIEHHUKOB B C€TW» (B JaHHON CUTyallUH pedb UAET O Mepax MpeIOTBpaLICHUS
MPECTYIHBIX JIEHCTBUIA).

B pamkax mepBoil cuTyalu TpeacTaBlieHa MOApOOHAs WHCTPYKIMS, B KOTOPOU
coaep)kuTcs uHGOpMaLUs O TOM, UTO JAeNiaTh, €CIIM TPaXJAaHUH YK€ COOOIIMI TMapoJib
nin xox 3 CMC momeHHUKaM.

B pamkax BTOpo# cuTyallMu paccMaTpHUBAIOTCS MEpPhI, HAMPaBJICHHbIC Ha 3alUTYy
OT KUOEpNpecTymHUKOB (3ampeT Ha OQOpMIIEHHWE JOTOBOPOB  CBSI3W,  3aIlpeT
Ha TIOJIyYeHUE KPEIUTOB W 3aliMOB, IMpaBuUjia OE30MACHOCTU TMpPHU TeJIePOHHBIX 3BOHKAX,
CIOCOOBI 3alUThl OT (PMHAHCOBOTO MOIIICHHUYECTBA), a TaKKe IMPEIACTABICH YEK-JIUCT
1o UM(PPOBOM THUTHUEHE.

PGFYHHpHO O6HOBJ’I}IeMa$I 633& MOIOICHHHUYCCKUX CXEM Ha I[aHHHﬁ MOMCHT BKJIKOYACT
86 cXxeM ¢ UX KpaTKUM ONUCAaHUEM
https://www.gosuslugi.ru/scammer protection/schemes?s=9&p=1

3. BepOoBka
MeTonuyeckue PEKOMEH AN IS [I€1arOrH4YeCKUX PabOTHHUKOB
001e00pazoBaTeIbHBIX Opranu3anuil « OHIaitH-BepOOBKa MOIPOCTKOB: MPOQPUITAKTHIECKAs
paboTa B IIKOJIC»
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97uf0l.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf
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4. OnacHble TPEHAbI B COIUAJIBHBIX CETIX
HNudopmarimonnbie kapTodky, moarotosicHabie AHO «HarmoHansHbIe TPHOPHTETHI
COBMECTHO C ANIbSTHCOM (IOCTYyIHBI Ha pecypcax OObsicHsIeM.pd)

MMpumepbl pUCKOBAHHbIX
TeM B coLceTaAX:

+ Urpbl cyaywbem n 38A€p)KKOI7I AbIXaHUA

+ NPbLEKKK C BbICOTHI, NaAeHuaA, 3KCTpeMasibHble
«MPOBEPKU»

+ camonoBpexieHue «pajin BUAEO»
+ Npuém TabneTok Unu Apyrux BeLLecTs «Ha crop»
+ arpeccyBHble PO3bIrpbILN
+ onacHble nandxaku
~——————

Ecav Bbl yBUAENW, YTO pe6@HOK MHTepecyeTcs
NoCTaMn Ha 3TU TeMbl, 06513aTe/IbHO
NOroBOpUTE C HUM.




Mouemy pe6EeHKyY
MHTEpPEecCHO:

4+ XenaHue bbiTb «Kak BCE»
4+ CTpax CTaTb U3roem
+ NOTpPebHOCTL B NPU3HAHUKM U NaKax

4+ HeaoCTaToOYHasa 3penoCTb 30HbI MO3ra,
oTBeYarLen 3a nocneacTBns

e —
NHTepec pe6éHKa yCUNIMBAKOT U airOPUTMbI

couceTell: OHN aHaNN3UPYHOT, YTO CMOTPUT
NoNb30BaTeNb, ¥ CHOBA U CHOBA NOKa3bIBakOT

MnoxXoXxue ponKu.




Ha uTo o6paTuTh @
BHUMaHue

PebeéHoK

BPSAA 1N BaM pacckaxer,
YTO XO4YeT y4acTBOBaTb
B OMAacHOM YenneHaxe.
CTOUT HAacCTOPOXKUTHLCH,
ecnun:

+ pebeHok YyacTo npsayeT TenedoH

4+ N3MEeHWUNOCb noBegeHue, NoaBuIach
TPEBOXHOCTb

4+ Bbl 3aMe4yaeTe CUHAKW UK nopessbl,
pebeHOK He MOXeT OO BACHUTL, OTKYAa OHWU

+ eCTb AaBNeHune Co CTOPOHbLI Apy3eli

4+ roBOpuUT BaM: «Tbl MPOCTO HE NOHUMaelLUb,
ITO TPEHA»



Kak pearvnpoBaTtb

poauTenam

Ctpax 3a pebéHKa — 3T0 HOpMaJ/ibHO.
Ho pasroBop ny4lle HaynHaTb, Korga sMoummn
YTUXHYT.

He cToMT: NOBbILWATL ro/10C, KpU4aTh, CThIAUTD,
yrpoxaTb, oTbnpatb TesiePpoH 6e3 06 bACHEHUN.
Takas peakuns MOXeT NOATONKHYTb pebéHka

K TOMY, YTO OH ByZeT ckpbiBaTb OT Bac CBOé
yyactme B NOAOOHbIX YenneHaxax.




Kak npaBu/ibHO
pasroBapuBaThb

He o6BUHAWTE! CKaXkure:
BmMecTo: «Tbl BOOGLLUE «fl BONTHYHOCb
AyMaellb ro10BOW?» 3a Tebsa» u «/laBaw
N «f 3anpeLlaro — pasbepémcs

N BCE» BMeCTe».

NHorpa pebéHky BaXHO He 0bbsACHeHue,
a BO3MOXHOCTb BbiTb YC/bILLUAHHbIM.
He nepebuBanTe ero.

B pasroBope onvpanTecb Ha paKThbl.
Hanpumep:

«Bnaeo B UHTEpHeTE «[pn yaywbe
OCTaeTcs HaBcera» KTeTKW MO3ra

nornbarT
3a HECKO/IbKO MUHYT»




NMpeanoXxurte

a/ibTEPHaATUBbI

XXenaHwue puckoBaTb — YacCTb B3POC/IE€HNSA

1N noucka cebs. BaxHo He NoAaBuTb ero,

a HanpaBWTb 3HEPruK B BEPHOM Hanpas/eHnW.
BO3MOXHble albTepHaTUBBbI:

4 CNOPT U aKTUBHOCTb, EC/IN HYXEH
ajpeHanuH

+ TBOpPYecCTBO, 67101 1 X0661, 4TOOBLI NOAYYaTb
60/bLUe BHUMAHUSA

+ noazep>ka v noxeana Aoma, ecnv pebeHky
He XBaTaeT NpuU3HaHus




UTOo eLeé MOXKHO
caenarhb:

+ 0b6cyanTe, Kak NpaBu/iIbHO NO/b30BaTLCA
couceTaMm

+ HacTpoiTe BO3pacTHbIe OrpaHNYeHus

+ obcyxaanTe ¢ pebEéHKOM TO, YTO OH CMOTPUT
B UHTepHeTe

+ HayuuTe NpoBepaATb NHPOPMaLMIO

Bawa 3apgaya — He 3anpewatb WA nyratb,
a HayuuTb pebéHka BUAETb ONacHble TPeHAb!

N oueHmnBaTb X NOCNTEeACTBUA.

5. Tpasas (KubGepOy/iiuHr)

[k BHEYpOYHBIX 3aHITUH 1O BoOmpocaM HHGPOPMAIMOHHON 0e30MacHOCTH
u  1UdpOBON THUTHMEHBl IIKOJBHUKOB, PEKOMEHJ0BaHHBIN Poccuiickoli akanemueit
00pa3oBaHusl, BKJIOYAET METOJMYECKHE PEKOMEHIAIUU IS IPOBEACHUS BHEYPOUHBIX
3aHATHH 110 TeMme « TpaBisa» nig 2-6 u 7-11 knaccos.

https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[IpoexT B (opmaTe JIEHAMHTOBON CTpaHUIBl B ceTH HHTepHET, peann3oBaHHBIM
Muniudpst Poccun B pamkax BCepOCCHHUCKON MPOrpaMMbl KUOEPTUTHEHBI U MOBBIIICHUS
rpaMoTHOCTH TpaxaaH Poccuiickon ®enepanun. Ha caiite npoekra pa3MmenicHa
uHbopMaIusl I KaXIOTO W3 YYACTHUKOB KHOepOyJUIMHTa: JKEepTBHI, arpeccopa
U HaOmroaTens

https://kubep-0ymnunr.pd/

Nudopmarmonnsie kapTouku, noarorosieHHbie AHO «HanuonaabHbIe MPUOPUTETHI

COBMECTHO ¢ AJIbSTHCOM (JIOCTYITHBI Ha pecypcax OobsacHsieM.pd)

Ecnv Bbl yBUAENU B HaTe KOHPIUNKT, He CTOUT
pearnpoBaTb 3MOLMOHANbLHO. OTO MOXeT
yCcyrybutb cuTyaumio.

He Hy>XHO: Nyyuwe:

* MUcaTb rHeBHbIE * caenatb
coobuieHns CKPUHLLOTHI
B 06LMIA YaT nepenuncku
BbIACHATL * 3adpUKCHMpoBaTh
OTHOLUEeHUSA KOHTEeKCT 1 AaTy
ny6/n4HoO * CMOKOMHO

* 06BUHATL obaymaTb
YYXUX AeTeln AanbHewnwne

warwn



https://кибер-буллинг.рф/
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NMoppepixka,

a He gonpoc

CrnoKovHO norosopuTe ¢ pe6eHKOM.
OH 0/1XEeH MOHATb, YTO Bbl Ha €ro CTOPOHe.

Pa3roBop MO>XXHO HauyaThb Tak: «f yBuaen(a)

COo0bLLEeHMA B YaTe 1N XO4YY MNOHATb, KakK Tbl Cebs
YyBCTBYeLUb. Pacckaxu, YTo TaM NPOUCXOANT.
Tbl B 6€30MacHOCTU?»

Ba)xHo:

* ClyWwaThb
6e3 ocyxaeHuns

* He obecueHMBaTb
npobnemy

* He 06BUHATbL
pebéHka
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Ecnu Bawl pe6éHOK —
XepTBa

* MNycTb pe6EHOK NPOroBOPUT CBOM YYBCTBA,
a Bbl NOAAEPXKUTE €ro

* 06bACHUTE, YTO TpaB/Is —
3TO OTBETCTBEHHOCTbL 06MAUNKOB

+ CoxpaHuTe goKasaTenbCcTBa 6ynnmnHra
n coobLmTe 06 3TOM NCUXONOrY, KNaCCHOMY
PYKOBOAUTENIO, @ NPY HeobXxoa4nMoCcTn —
PYKOBOZACTBY LLUKO/bI



12

Ecnu Balwl pe6eHOK —

o6naumnk

He nbiTaliTeck cpa3y HakasblBaTb
N onpasabiBaTh pebéHka — pasbeputech
B CUTyauun. 3apaniTe Takme BONpocChbl:

7 N

«4TO Thbl YyBCTBOBAN,
Korga nucan aTo?»

« «Kak, no-TBoemy, 4yBCTBYyeT e

cebs Apyront pebEHoK?»
T ——
Ba)kHo:
* BbI3BaTb y pebeHka conepexmnsBaHue
* 06BACHUTL NOC/IeACTBUA

* NMOMO4Yb NCNpPaBnTb CNTYaUMO

v
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Ecnun pe6€HOK —

Habnwaareno

O6cyauTe c pebéHKoOM:

* YTO MONYanuBbie CBUAETENN YCUTUBAIOT
TpaBNo 1, NO CYyTW, CTAHOBATCA
eeé coyyacTHuKamu

* Kak nogAaepXXaThb XXepTBy 6ynnunHra
* K KOMY 13 B3POC/IbIX MOXXHO 06paTUTbLCA
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Hy>KHO nm nucaTthb

B o6unn yart?

O6bcyauTe cUTyaLMIO € KNAcCHbIM
pyKoBoaguTenem 1 BMecTe peLunTe, Kak y4yiue
AencTBoBaThb. Bala 3agayva — cnpaBUTbCSA

C Nnpobanemow, a He A0Ka3aTb, YTO Bbl NPasbl.

NMy6nnyHbie KOHPNNKTDI
poauTenen Moryr:

*  yCyrybuTb NosoxeHue
Aeten

* cnpoBouUMpOBaTb
arpeccmio B Ksiacce

* pasAennTb B3POC/bIX
Ha Bpaxayroujme
nareps

&
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Hy>XHO nu naTn
B nonviyuio

O6paTUTLCA B aAMUHUCTPALUIO LLUKONbI
WNM NPaBoOOXPaHUTENbHbIE OPraHbl HY)KHO,
ecnuv Bbl BUAUTE B YaTe:

* Yrpo3sl

* CUCTEMAaTUYECKYH TPaBNko

* pacrnpocTpaHeHue nn4yHbix $oTo
* BbIMOraTenbCTBO

6. CepBucChl M MaTepHabl N0 HUPPOBOI 0€30MACHOCTH
Karanor od0yyawmux KypcoB 1o 1iu(poBoif TpaMOTHOCTU — OT TIPaBUJT PE3EPBHOTO
KOIMPOBAaHUS JaHHBIX A0 METO/0B pacro3HaBaHUs TUN(PEITKOB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect Mo HU(PPOBOI rPAMOTHOCTH, ONPEICIAIONINN YPOBEHb OCBEIOMJICHHOCTH B
atoi cdepe https://www.gosuslugi.ru/scammer_protection/quiz

Pa3nen na noprane ['ocycnyr «KubepbesonacHoctb — 310 mpocro!», rie coOpaHa
noJsie3Hast tHGopMaIrs 0 pa3HO00pa3HbIX KHOEPYrpo3ax. B oTaenbHBIX 0JI0KaX pa3MeEIIeHBI
PEKOMEH/IalliH, CTICIIUAIBHO pa3paboTaHHbIE B TOM YHucCIe I AeTeid. [lomumo 3Toro ocoboe
BHUMaHUE YAEJEHO 3alluTe OT (UIINHTA, CO3AaHUI0 HAJS)KHBIX Maposield U MpoduiakTuke
TeneOHHOTO MOIIICHHHYECTBRA.

https://www.gosuslugi.ru/landing/cybersecurity



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
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Paznen wa moprane T'ocycnyr «be3omacHocts paered B WHTepHeTe», 1€
nNpCACTaBJICHbI PCKOMCHIAINHW W HWHCTPYKIHUH 110 H{:lCTpOfIKG CpeacTtB pPoOaAUTCILCKOIO
KOHTPOJIs, UH(POpMaITKs 0 OECIIIIaTHBIX CEPBUCAX U MaTeprajax mo nudpoBoii 0€30MacHOCTH
" OIIIuAX ACTCKOI'O PCKKUMaA B PA3JIMYHBIX IOITYJIIPHBIX CCPBUCAX U ITPUIIOKCHUAX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoekt «[IAP®POBOM JINKBE3», peamisyemsiii Munnmdpsr Poccru coBMecTHO
¢ AHO «ludpoBas s3xoHOMuKa». B paMKkax mpoekTa JOCTYIHbI BUACOPOJIUKU OT BEIYIINX
TEXHOJOTHUECKUX KOMIIAHWM, TOCBSIEHHBIE aKTyaJlbHBIM yrpo3aM HH(POPMAIMOHHOM
Oe3omacHOCTH (COLMAaNbHAS WHKEHEpHs, APOMNIEPCTBO, MOIICHHUYECTBO C AumperKkamu,
Kpaka aKKayHTOB, JIOKCHUHT U Jp.) M CIIOCO0aM MPOTHBOJACHCTBUS UM

https://digital-likbez.datalesson.ru/?ysclid=mmui632wz1130807036

Ipoextr «YPOK HU®DPBI», peanuzyembiii Munimdpsl Poccun coemectno ¢ AHO
«udposas SKOHOMHKAY, IIPENOCTABIISIOIINI BO3MOKHOCTb MIOJIyYUTh
CHEIHaIM3UPOBaHHbIE 3HAHUS U MIO3HAKOMUTHCS ¢ akTyanbHbIMU U T-nipodeccusimu

https://ypokimdpsl.pd/?ysclid=mmui90d6uv290511431

Be6-nopran Anbsinca «[IUDPATeka. budiauoreka npakTudeckux 3HAHUI», Ha
KOTOPOM TMpEJCTaBjieHa TMoJie3Has uHQOpMalus OT BeIyIIUX OKCIOEpPTOB B cdepe
Oe3omacHocTH B MHTEpHETE M IICUXOJIOTUU HE TOJIBKO IS IETeH M MOJPOCTKOB, HO M JIJIA
poauTeneit M yuuTener, cTaTbu, 00pa3oBaTelbHBIC KBU3bI, a TAK)KE UYEK-JIMCTBI, KOTOPBIC
IIOMOTYT MMPOTHUBOCTOATH onacHocTsAM B MuTepHeTe https://cifrateka.ru/articles/

Meronnueckoe mocooue «Puckm B nudpoBoil  cpege: IMArHOCTHKA,
leO(l)I/I.]IaKTI/IKa, KOppeKOus», aJpCCOBAHHOC IcJaroraM, nCUxojoraM, BOCIIUTATCIIAM U
poautensam https://cifrateka.ru/upload/iblock/666/rjuy813z15yni4ujjh22kg0xoa5kktti.pdf

['oTOBBII LMK/ BHEYPOYHBIX 3aHATHHA MO BONpocaM HHGPOPMALMOHHOH
0e3omacHocty W UHGPOBOW THUrHEHbl MKOJILHUKOB (2-6 u 7-11 Kiaccos),
pekomeH0oBaHHbI Poccuiickoit akamemueinr oOpaszoBanus (Lludpareka. Bspocnbie /
yuuTensM / Metonuyeckue Marepuanbl). OCHOBHBIMH (hopMaTamMu TMPOBEIACHUS 3aHATUN
SBISIIOTCA  O€cellbl ¢ DJJEeMEHTaMH WIPOBOM JEATEIBbHOCTH, a TaKKe TMPAKTUKYMBI,
OPUCHTHUPOBAHHBIE HA CO3JaHUE COOCTBEHHBIX MPOEKTOB B cdepe HHGOPMAIMOHHON
6ezonacuoctu. https://cifrateka.ru/teachers/?sectionld=56

NupopManuoHHO-MeTOAMYECKHE MATepUAdbl JJsi PpoauTesaed (3aKOHHBIX

MpeJICTAaBUTEIICH ) «be3onacHOCTh JeTen B HNuTepuere»
https://disk.yandex.ru/i/KDIIgrf11L9XiA

Buneoypok ot npeacenarens Anbsiica benskoBoit E.A. «Kak opueHTHPOBATHCS B
OHJIAWH-NIPOCTPAHCTBEY, IOJATOTOBICHHBIN (oHIOM «CTpaHa A 1eTel» B paMKaxX aKIuu
«be3omacHoCTh 1eTcTBay YoaHoMoueHHOro npu IIpesunenre Poccuiickon @enepanun 1o

paBam pebenka M.A.JIbBoBOI#I-BenoBoii. https://vkvideo.ru/video-
207180658_4562393007t=1m42s
Ilnargpopma uUPpPOBOII IPaMOTHOCTH JIA HE3PAYMX [JeTedl - COBMECTHas

nHunmatuBa [TAO «Bweimnenkom», Everland u AunbsiHca, HampaBieHHas Ha IOMOIIb
HO,IIpOCTKaM C HapymeHI/IHMI/I 3peHI/I}I B OCBOCHHUU III/I(I)pOBBIX HABBIKOB
https://beelineforkids.ru/



https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

